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IEC 61131-3
Tsentraliseeritud,
Programmeeritav,
Seadistatav

IEC 61499
Function Blocks for Embedded and
Distributed Control Systems (DCS)
Hajutatud,
Programmeeritav,
Seadistatav

Solutions for Industry 4.0 and

IEC 61804 _
Function Blocks for process control CPS (cyber-physical-systems)
Hajutatud,

Seadistatav Vyatkin, Valeriy. (2012). IEC 61499 Function Blocks For

Embedded and Distributed Control Systems Design (2nd Ed.).
ISA. Online version available at:


https://youtu.be/G0zEE87YEhU
http://app.knovel.com/hotlink/toc/id:kpIECFBFE1/iec-61499-function-blocks

IEC 61499 Function Blocks
for Embedded and Distributed Control Systems (DCS)
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- first real IEC 61499 compliant automation software (2o0gg) UP
control SW environment - first commercial IEC 61499 implementation (2005) EXTP
™ - Open Source for Distributed Industrial Automation DOWN

S

Riistvaraplatvormid:

1) Kingfisher PLUS+ first (2007) RTU supporting both the IEC 61131-3 and IEC 61499 standards
+


http://www.holobloc.com/
https://universalautomation.org/uao-compliant-offers-ready/
http://en.wikipedia.org/wiki/IEC_61499
http://iec61499.com/
https://universalautomation.org/
http://www.nxtcontrol.com/
http://www.isagraf.com/
http://www.fordiac.org/
http://www.eclipse.org/4diac/

Eclipse 4DIAC FORTE - IEC 61499 Runtime Environment

Supported Operating Systems

, NET+OS 7
Cygwin, Linux (1386, PPC, ARM)
VxWorks,
PikeOS
Windows

eCos, rcX

Supported Boards

BeagleBone ...
Digi Connect ME (ARM?7)

emBRICK for Raspberry Pl and BeagleBone Black

KIPR's CBC v2 robot controller

Lego Mindstorms EV3 (ARM?7)
NXH 51-ETM _

Raspberry Pl

Supported communication layers
Ethernet (TCP/UDP), RS232

Ethernet PowerLink using openPOWERLINK V1.8.0
FBDK ASN.1 encoding

Modbus TCP client using

MQTT using Eclipse Paho

OPC UA using open62541
OPC DA client using OPC Client library release 0.4

Supported Programmable Loqgic
Controllers

Phoenix Contact PLCnext
Bachmann electronic M1 PLC
Raspberry-SPS

WAGO PFC200

MicroControl uMIC.200

icom MR-router series


https://zephyrproject.org/
https://threadx.io/
https://www.freertos.org/
https://libmodbus.org/

LWEB-801 LWEB-822 LWEB-830 LWEB-820 LWEB-821 LWEB-800
Server Device Manager Reporting Schedule Config Parameter Editor Visualization SN I E C 6 149 9

Tenant 1
PROXY
Tenant 2

BACnhet/IP, LonMark IP-852,0PC XML-DA

= Aisle/Floor/Building
Manager

Axis
Manager

LOYTEC electronics GmbH IEC 61499’ kasutav Room Automation Systems



nxtONE IEC 61499 kasutav DCS Engineering Tool

©

SCADA Runtime

I

IEC 61499 Runtime / IEC 61131 Runtime

©

Veel nt EcoStruxure™ Automation Expert


https://youtu.be/7DsF2Fj8euc
https://youtu.be/ic7o2o0XiN8?si=FEPM8KzkaEPWDX4R

Internet of Things and Services

Smart Home

Smart Building Sroait Factory

9 Srnait Metsy @ B

® gO

Healthcare

O .

Smartphons ®

smart Mobility smart Grid

Industry 4.0

Smait Devices


https://otalliance.org/resources/iot-industry-resources
https://new.siemens.com/global/en/company/sustainability/education/sce/iot2000.html

BAS funktsioonid kdrgemal tasemel

Management; ajaloo AB, statistika (Raportid),
EM ja globaalne optimeerimine, hoolduse planeerimine

*Operaatori funktsioonid,;

-visualiseerimine (dinaamiline kuva), graafikud (Trendid),
- skeemid,

-sonumid (Alarmid, logid), kaugteated (sms, e-mail), olukorra
protseduurid, abiinfo
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Alarmide haldus

Alarmide susteem on keerukas ja prioritiseeritud.
Teated suunatakse konkreetsetele vastutavatele operaatoritele

Alarmi sindmused on omistatud prioriteediga (vOimalusega selle
taseme jargi vaigistada)

Alarmid kviteeritakse Oigustatud operaatori poolt

N

Alarmid esitatakse alarmide vaadetes ja visualisatsioonides

Eventlidena e. ,sundmustena” logitakse nt:

susteemi kaivitamine ja valjaltlitamine
alarmi sindmused ja operaatori kviteerimised
kasijuhtimise kasklused ja nende dnnestumine

DB andmepunkti redigeerimine, vaartuse kasitsi sisestus (nt.
alarmipiiride, tundetustsooni, seadesuuruse, jms muutus)

susteemi vead

Sundmuseid saab filtreerida ja esitada erinevates vaadetes.



SCADA tarkvara
SCADA (Supervisory Control And Data Acquisition)

- vajalike protsessiandmete kogumine ja saatmine kesksesse
vorgusolme (s6lmedesse), RT database

- teatavate juhttoimingute (parameetrite konfig.) maaramine protsessile

(seadmetele)

Moned SCADA tarkvara toimingud vajavad vahetevahel inimese sekkumist
ja toovad sisse operaatorliidese (HMI — Human Machine Interface) rolli.

Ajaloo- ja reaalajatrendid, visualiseerimine, alarmide haldus,

hooldusteated, torgete teenendamine, aruandlus (nn. logid) jms

SCADA/HMI server

Internet

TCP/IP

,Kaugpoordus
Web ,Thin Clients




Andmed kontrolleritest HMI-sse

« Palju erinevaid lildese tekitamise voimalusi PLC’dega

— Tarkvara, mis tunneb thelt poolt vorgus olevat

kontrollerit ja edastab info arvutis tldtuntud vormis

(DDE, OLE, XML) nn I/O serverid

/ Computer \

WW Iiy;sten:\li-::;cllclorm: PLC I/O server
ouc (DDE | OPC | SL)

Application Server
Infc.)rma-tlon Server WW DA server
Historian Server

Klinkmann

|/O server

ActiveFactory

MS SQL Server
Web Clients

P
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Kepware KEPServerEX, Matrikon servers, ...




SCADA ja HMI “probleemid”

« Seadistamine (1/0 server|DA server|OPC server)
« Mitmest rakendusserveri tarkvarast koosneva komplekti haldamine
« HMI visualisatsiooni akende koostamine

« Autoriseerimissiusteemi sobitamine jm andmekaitse lahendused

(kohtvorgu juurdepéaas valisihendusest, tulemidrid, juntmevaba Uhenduse
ligipddsukohad, lubada ainult vajalikud Uhendused SCADA-sse , ainult
vajalikud teenused aktiveerida, kiberriinde testimised jm tehnilised auditid,
Intrusion detection strateegia, tootja suletud protokollide risk, véaljataseme
(fieldbus) vorkude ja seadmete turvameetmed on reeglina vahesed vOi
vanematel olematud, fuusilise juurdepaasu kohad, personali riskid,
vastutustasemed meeskonnas, vaikeseadistuste vahene turvalisus,
seadistuste haldus, riski haldus protsessid ja dokumentatsioon, backups
and disaster recovery, ...)

Cybersecurity in Smart Buildings: Preventing Vulnerability While Increasing
Connectivity. CABA White Paper 2015

O]


http://sourceforge.net/directory/science-engineering/scada/
http://www.memoori.com/audio-cyber-security-smart-buildings-elephant-room/

OPC
Open Platform Communications

OPC — “OLE for Process Control”
Algselt Microsoft'i OLE/DCOM (Object Linking and Embedding /Distributed Component Object Model)
(avatud standard kuidas standard komponendid suhtlevad ja andmeid jagavad)
Uuenenult (2009) OPC UA (Unified Architecture); XML ja Service Oriented
Architecture (SOA) pohine, kdrge turvalisuse voimalustega.
platvormist s6ltumatud protsessijuhtimise ja todstusautomaatika rakenduste
standard liidesed (jpm.), omadused ja meetodid. IEC62541

https:/lyoutu.be/E2XJfmAEdgw OPC-UA-Interoperability-For-Industrie4-and-lo T-EN.

Vendor Specific Extensions

Companion Information Models
(e.g. Robots, CNC Machines, Wind Power, P&ID exchange)

Core Information Models
(e.g. Analog Data, Alarms, State Machines, File Transfer)

Information Model Access

Browse and Access Data and Semantics Data and Event
Execute Methods, Configure Notifications

Client-Server Pub-Sub

http://www.opcfoundation.org

Liidestamise avatud standard tagamaks suhtlust iga erineva slisteemi ja
kommunikatsiooni protokollide (draiverite) vahel, Uksikute seadmete
tasemest kuni ariloogika tarkvaradeni valja.



http://www.opcfoundation.org/
https://youtu.be/E2XJfmAEdqw
https://www.opcfoundation.org/opcua-en.pdf

OPC Liides

Arvuti !
/ ¥~. 2
OPC inent\aﬁ@K(dl/. = !
S1TTPS 1 OPC server
(nt MES, HMI, Veeb-brauser, < Tcp ) N X
S port/ | KOnverteeri —
ODBC andmebaaf,:) _________ IL_) open | x allika
EOPC " t a POt | kommunikat
i moégrdli © sioonl
hﬂﬂmﬁ protokolli

OPC infoks

'OPC Klient;

moodul:

-

Paljud tarkvarad varustatud OPC kliendi oskustega. “Tarbija” ei pea teadma
algse infoallika andmeesitust ja kommunikatsiooni viise. Kaob vajadus eraldi
draiveri jaoks iga uue rakenduse ja seadme vahel. Samuti on enamus
riistvarale (seadmetele) saada OPC server. Tarkvara uuendus ei riku
andmevahetust vanemate seadmetega. Allika protokolli uuendusel vaja

uuendada vaid selle OPC server. Suurem vabadus platvormi valikul.



OPC Andmed

Klassikaliselt 3 OPC spetsifikatsiooni

vastab kolme tllpi andmetele: OPC Unified Architecture (OPC UA)
OPC Data Access Specification (OPC DA) koik tulbid Ghtlustatud
— kasutatakse reaalaja andmetele taiendatud ja uusi lisatud
+ methods
OPC Historical Data Access Specification (OPC HDA) + OO information model

— kasutatakse historical data jaoks

OPC Alarms & Events Specification (OPC A&E)
— kasutatakse alarmide info edastamiseks

Klassikaline OPC server ei pruugi

sisaldada koigi kolme tlubi edastamise
funktsionaalsust!

OPC Kklient ja server peavad toetama
sama tiupi spetsif-i.

g
CERTIFIED

Alates 2010,... PLCopen TC4 — OPC UA.
4.4. 2014. — The BACnet Interest Group Europe and the OPC Foundation
presented the new created mapping between BACnet and OPC-UA;

ISO 16484-5 and IEC 62541



https://opcfoundation.org/markets-collaboration/plcopen/

Mapping BACnet to OPC UA

BACnet Analog Input

Property |dentifier
QObject_ldentifier

CPC UA types relevant for
Analog Input
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http://opcfoundation.org/opc-connect/2014/09/mapping-bacnet-to-opc-ua/



http://opcfoundation.org/opc-connect/2014/09/mapping-bacnet-to-opc-ua/

Extensible Markup Language (XML)

XML organizes data into a predefined (data structure in plain text) format for the main
purpose of sharing between or within computer systems. It's uses include data
organization and transfer, data presentation, data caching.

XML Schemas
This is a language, written in XML, which describes the data structures and constraints
found in a XML data file.

http://www.xml.org

www.oasis-open.org Advancing Open Standards for the Information Society
incl. oBIX

XML Web Services

App. Web (/-I\n:er\n/e\t/\
erve 7
ﬂ = \\/\cﬁ/\)
- SOAPTroto



http://www.oasis-open.org/
http://www.xml.org/
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