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1 Introduction

This practical guide has been developed as a supplement to the master's thesis titled “A
Practical Comparison of Wi-Fi-Based Tasmota Devices and Matter Solutions in Home
Assistant.” Its main goal is to provide a step-by-step guide for installing and configuring
the Home Assistant OS environment on a Windows-based system using a virtual
machine, as well as integrating Zigbee-based devices using the Sonoff Zigbee 3.0 USB
Dongle Plus.

In addition to supporting the core theme of the thesis, this guide is also intended for
educational use. It can be used during classroom lessons and laboratory sessions, where
students can gain hands-on experience with smart home technologies using Home

Assistant.
The guide covers the following key stages:

= Installation of the VirtualBox virtual machine on Windows.

= Deployment of Home Assistant OS inside a Linux-based virtual machine.

= Connection and configuration of the Zigbee dongle, including driver installation
and USB passthrough to the VM.

= Setup of essential Home Assistant add-ons, including Mosquitto Broker and
Zigbee2MQTT.

= Adding and managing Zigbee devices through the Home Assistant interface.

The guide is written in a clear and visual format with step-by-step instructions and
screenshots, making it suitable for both beginners and educators working with smart

home.



2 VirtualBox

To begin setting up Home Assistant OS in a virtual environment, the first essential step

is downloading VirtualBox — the software that will host your virtual machine.

2.1 Downloading VirtualBox

Start by navigating to the official VirtualBox download page for Windows:

https://www.virtualbox.org/wiki/Downloads

Once on the page, scroll down to the “VirtualBox Platform Packages” section. Here,
you’ll find several installation options depending on your operating system. Since we are
working on a Windows-based setup, click on the link labelled Windows hosts to

download the installer.

This package contains everything needed to install VirtualBox on a Windows machine

and is required for launching the Home Assistant OS virtual machine later.
13 VirtualBox Home  Download  Documentation  Community (&)

Download VirtualBox

The VirtualBox Extension Pack is available for personal and educational use on this page under the PUEL license, The VirtualBox Extension Pack is also
available under commercial or enterprise terms. By downloading, you agree to the terms and conditions of the respective license.

VirtualBox Extension Pack
VirtualBox 7.1.8 Extension Pack

/Ll L
VirtualBox Platform Packpd
/ VirtualBox 7.1.8 platform packages
pll macC ntel hosts
macos / Apple Silicon hosts

E Linux distributions
Ky solaris hosts
Solaris 11 IPS hosts
\ Platform packages are released under the terms of the GPL version 3

N AN NA NN N

This VirtualBox Extension Pack Personal Use and Educational License
governs your access to and use of the VirtualBox Extension Pack. It does

not apply to the VirtualBox base package and/or its source code, which are
licensed under version 3 of the GNU General Public License "GPL").

See our FAQ for answers to common questions.

VirtualBox Pack Use and I License
(PUEL)

PUEL License PUEL License




2.2 Installing VirtualBox

Once you have downloaded the VirtualBox installer from the official website, the next

step is to install it properly on your Windows machine. The following steps will guide

you through the installation process with explanations for each step:

= Run the installer.
= The VirtualBox Setup Wizard
welcome screen will appear.

= (Click Next to continue.

= Review the license terms.
* Check the option I accept the
terms in the License Agreement.

= (Click Next.

* You can leave all default options
enabled (USB support,
networking, Python, etc.).

=  (Click Next.

¥ Oracle VirtualBox 7.1.4 Setup

Welcome to the Oracle
VirtualBox 7.1.4 Setup Wizard

The Setup Wizard will nstall Oracle VirtuaBox 7. 1.4 on your
computer, Click Next to continue or Cancel to exit the Setup
Wizard.

Next >

Cancel

Version 7.1.4

¥ Oracle VirtualBox 7.1.4 License Agreement

End-User License Agreement

Please read the following license agreement carefully.

COPYING file for VirtualBox versions 7.0 and later versions that
nclude this file

Preliminary notes:

1) The majority of the code in the VirtualBox base package is
licensed under the GNU General Public License, version 3 (GPL).
VirtualBox contain s many components developed by Oracle and
various third oarties. The license for each component is located in

—

__, 1do not accept the terms in the License Agreement

< Back Ne§>

IOIacceptﬂ'\etzfmsn&reLlcemeAg'eemen! I

Version 7.1.4

-
"8 Oracle VirtualBox 7.1.4 Setup

Custom Setup
Select the way you want features to be installed.

Click on the icons in the tree below to change the way features will be installed.

Ca—1J
3 +| VirtualBox USB Support
=3 ~ | virtualBox Networking
3 v | VirtualBox Bridge:
&3 ~ | VirtualBox Host-C

S | VirtualBox Python Suppo

Orade VirtualBox 7. 1.4 application.

This feature requires 214M8B on
your hard drive. Ithas 3of 3
subfeatures selected. The
subfeatures require 936KB on yo...

Location: C:\Program Files\Orade \VirtualBox\

Browse

Disk Usage Cancel

{ Version 7.1.4

<ok




A warning will

VirtualBox will

appear

that

temporarily

disconnect network interfaces.

Confirm by clicking Yes.

A warning may appear about missing

Python dependencies.

Click Yes to continue the
installation.

Choose whether to create

desktop/start menu shortcuts. Default

options are usually fine.

Click Next.

Click Finish and wait for

the

installation process to complete.

"8 Oracle VirtualBox 7.1.4

Version 7.1.4

Warning:
Network Interfaces

Installing the Oracle VirtualBox 7. 1.4 Networking feature will
reset your network connection and temporarily disconnect
you from the network.

Proceed with installation now?

" Oracle VirtualBox 7.14

Version 7.1.4

Missing Dependencies
Python Core / win32api

Instaliing the Oradle VirtualBox 7. 1.4 Python bindings
requires the Python Core package and the win32api bindings
to be installed first.

When continuing the installation of the Orade VirtualBox
7. 1.4 Python bindings now, those need to be setup
manually later, Refer to the Oradle VirtualBox 7.1.4 SDK
manual for more information,

Proceed with installation now?

=

Custom Setup

@ Create start menu entries

@ Regster file assocations

Version 7.1.4

7
"8 Oracle VirtualBox 7.14 Setup

Select the way you want features to be installed.
Please choose from the options below:

8 Create a shortcut on the desktop

8 Create a shortcut in the Quick Launch Bar

Cancel

<o (o)

¥ Oracle VirtualBox 7.1.4 Setup

Version 7.1.4

Oracle VirtualBox 7.1.4
installation is complete.

Click the Finish button to exit the Setup Wizard,

8 Start Oradle VirtualBox 7. 1.4 after installation




After installation, VirtualBox will launch automatically and show the VirtualBox

Manager window. This interface allows you to create and manage your virtual machines.

-
T3 Oracle VirtualBox Manager

File Machine Help

(3 v

7 1=

& AR G
Preferences  Import Export  MNew Add

Welcome to VirtualBox!

The left part of application window contains global tools and lists all virtual machines
and virtual machine groups on your computer. You can import, add and create new
VMs using corresponding toolbar buttens. You can popup a tools of currently
selected element using corresponding element button.

You can press the F1 key to get instant help, or visit www.virtualbox.org for more
information and latest news.

O

X
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3 Home Assistant

Home Assistant OS is a free and open-source operating system designed specifically for
running the Home Assistant home automation platform. It provides an all-in-one solution
that allows users to integrate, control, and automate smart home devices locally — with

full privacy and flexibility.

This section explains how to download the correct virtual disk image of Home Assistant

OS that will later be used to run it inside VirtualBox on a Windows machine.

3.1 Downloading Home Assistant OS

To get started, visit the official Home Assistant OS installation page for Windows:

https://www.home-assistant.io/installation/windows

Once on the page, scroll down to the “Download the appropriate image” section. Here,
locates the option for VirtualBox (Intel chip) and click the link to download the .vdi image
file. This file is a ready-to-use virtual disk containing the full Home Assistant OS

environment.

r N

Home Assistant s Gettingstarted ~ Documentation v Integrations  Blog ~ Needhelp? Q)

# GETTING STARTED

Installation

Windows

= ON THIS PAGE

Install Home Assistant Operating

System

Home Assistant Green & + Download the appropriate

image

Home Assistant Yellow &
Raspberry P
ODROID

Generic x86-64

Linux

macOS e VirtualBox (Intel chip) & (vdi)

Window:
[ndews o VMware Workstation @ (vmdk)
Other systems
Y « Hyper-V & (vhdx)
Troubleshooting

Onboard After downloading, decompress the image. If the image comes in a ZIP file, for example, unzip it.
Onboarding

Concepts and terminology Follow this guide if you already are running a supported virtual machine hypervisor. If you are not
familiar with virtual machines, install Home Assistant OS directly on a Home Assistant Yellow, a
Raspberry Pi, oran ODROID.

Editing the dashboard

Adding integrations
Automating devices CREATE THE VIRTUAL MACHINE
Presence detection Load the appliance image into your virtual machine hypervisor. (Note: You are free to assign as much

Join the community resources as you wish to the VM, please assign enough based on your add-on needs).

Next steps Minimum recommended assignments:

s 2GBRAM

« 32GB Storage




After downloading the VirtualBox (.vdi) image, it may come in a compressed ZIP

archive.

= Open the folder where the file was saved (usually the Downloads folder).
= Locate the archive file, for example: haos ova-11.4.vdi.zip.

= Right-click on the archive and select Extract All...

{ : ‘
¥ Downloads x + o
ad:
" t e ] Detsil
/> Home
R Gallery
v
v rsonal

@l Deskop

Doc t

Mu
N Pictures

Public L

Saved Games re

Pin to Quick access

@ Deskeop Pin to Start

Download: Add to Favountes
8 Pictuee 1 Compress to ZIP hile
O Musi oat
Bv ¥ t

Q
N J

= Choose a destination folder or leave the default path, then click Extract

i N
»

Extiact Compressed ([Dipped) Folders

Select a Destination and Extract File

Files will be extracted to thes folder

S\ Userst *\Downlcads'hacs_ova-11.4.vd Browse...

B Show extracted files when romplete

hlrlit Cancel

Once extraction is complete, you will get a file with the .vdi extension — this is the virtual

disk for Home Assistant OS that will be used in VirtualBox.

10



3.2 Installing Home Assistant OS

To run Home Assistant in a virtual environment, we first need to create and configure a
dedicated virtual machine using VirtualBox. This machine will act as a container for the

Home Assistant Operating System, using the disk image we downloaded earlier.

Start by opening VirtualBox. In the main window, click the New button to begin

creating a new virtual machine.

-
T3 Oracle VirtualBox Manager — [m] X
File Machine Help

I e 2 o ARG

Preferences  Import Export| New [add

Welcome to VirtualBox!

The left part of application windojl contains global tools and lists all virtual machines
and virtual machine groups on ydur computer. You can import, add and create new
VMs using correspending toolbaf buttons. You can popup a toels of currently
selected element using correspefiding element button.

You can press the F1 key to get [nstant help, or visit www.virtualbox.org for mare
information and latest news.

In the Name and Operating System tab, configure as follows:

= Name: for example, Home Assistant

= Folder: leave it as default

= ]SO Image: leave empty

= Edition: leave unchanged

= Type: Linux

= Subtype: Linux 2.6

* Version: Linux 2.6 / 3.x / 4.x / 5.x (64-bit)

These settings ensure that the virtual environment is compatible with the Home Assistant
OS.

11



p
15 Create Virtual Machine

Mame:
Folder:

IS0 Image:

x

‘

Home Assistant L4
T CAUsers\  \WirtualBox VMs v
<not selected> & v

Edition:
- , Type: Linux ~
Subtype: Linux 2.6 ~
Version:  Linux 2.6/ 3.x / d.x / 5. (64-bit) ~

Skip Unattended Installation

Help Back Cancel

Next, open the Hardware tab. Here we allocate system resources for the virtual machine:

= Assign at least 2048 MB of memory (ideally 4096 MB for better performance)
= Assign at least 1 CPU (2 CPUs recommended for smoother operation)
= Be sure to enable the EFI option: “Enable EFI (special OSes only)”

This ensures compatibility with the Home Assistant disk image.

rw; Create Virtual Machine — O X )
Base Memory: = ' ‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ %
4MB 16384 MB
Processors: ' ‘ ‘ = ‘ = ) ; 1;;
1CPU 8CPUs
| @ Enable EFI (special OSes only) I
Help Back Cancel
\. J

12



Now go to the Hard Disk section. Since we already downloaded the virtual disk file,
choose:

o Use an existing virtual hard disk file

Click the folder icon on the right to open the disk file selection window.

g
\‘E Create Virtual Machine

(O Create a Virtual Hard Disk Now

Hard Disk File Location and Size

Ch\Users\maksi\VirtualBox VMs\Home Assistant\Home Assistant.vdi

4,00 MB

Hard Disk File Type and Variant

VDI (VirtualBox Disk Image) Pre-allocate Full Size

Split Into 2GB Parts

|O Use an Existing Virtual Hard Disk File I

(0 Do Not Add a Virtual Hard Disk

:
5]

Help

Back Finish Cancel

In the disk selection window, click Add, navigate to the folder where your .vdi file is

located (for example: haos ova-14.2.vdi), select it, and press Choose.

' N/ ™y
Hard Disk Selector m] x Hard Disk Selector m] X
Medium Selector Medium Selector

Add | Regesh Add  Refresh /
MName Virtual Size Actual Size Narne Virtual Size /ﬂl Size
~ bed .
| [haos_ova-14.2.4di 32,00 GB 13,3468 |
1

Search By Name t@ @ Search By Name -~ \ Q @
Choose Cancel Cancel
I\, /

13



Make sure that the correct disk file is selected. Then click Finish to complete the creation

of the virtual machine.

- )
a . )
V3 Create Virtual Machine — O

*

(O Create a Virtual Hard Disk Now

Hard Disk File Location and Size

Ch\Users\maksi\VirtualBox VMs\Home Assistant\Home Assistant.vdi v [l

400 MB 20018

Hard Disk File Type and Variant
VDI (VirtualBox Disk Image) Pre-allocate Full Size

Split Into 2GB Parts

© Use an Existing Virtual Hard Disk File

haos_ova-14.2.vdi (Mormal, 32,00 GB) v |a

) Do Not Add a Virtual Hard Disk

Help Back Cancel
\. J

You will now see the new virtual machine listed in the VirtualBox main window.

-
T35 Oracle VirtualBox Manager = (] X
File Machine Help

U e S @ 0P

Mew Add  Settings Discard Start

Y HomeAssi _ =] General = preview
(©) Powered Off = Nome: HomeAssistant

Operating System:  Linux 2.6/ 35 / 4 / 5.x (64-bit)

System

Base Memory: 8192 MB HomeAssistant

Processors: 2

Boot Order:  Floppy, Optical, Hard Disk

EF: Enabled

Acceleration:  Mested Paging, KVM Paravirtualization

9] Display

Video Memory: 16 ME

Graphics Controller: VMSVGA
Remote Desktop Server:  Disabled
Recording: Disabled

Storage
Controller: IDE
IDE Secondary Device 0:  [Optical Drive] Empty
Controller: SATA
SATA Port 0: haos_ova-14.2.vdi (Normal, 32,00 GB)
£ Audio
Host Driver. Default
Controller:  ICH AC97

@ MNetwork
Adapter 1: Intel PRO/1000 MT Desktop (Bridged Adapter, Realtek RTL8188EU Wireless LAM 802.11n USB 2.0 Network Adapter)
(5 use

USB Controller  OHCI, EHCI
Device Filters: 1 (1 active)

] Shared folders

Mone

14



In order for Home Assistant OS to communicate with devices on your local network —
and potentially access the internet — we need to ensure that the virtual machine is
properly connected to the host’s network interface. The best way to do this is by using

Bridged Adapter mode in VirtualBox.

To begin, click the Settings icon in the top toolbar to open the configuration panel.

r \
T3 Oracle VirtualBox Manager — [m] »®
File Machine Help
M cRa
Ay IZ: :j
® co é >
lﬁﬁl’j Tools 2‘;‘.,4} oS -
Mew Add | Settings |Discard  Start
B HomeRssistant _ = General =] Preview
é @ Powered Off = Name HomeAssistant
Operatingystem: Linux 2.6/ 3.x / 4 / 3x (64-bit)
e Memory: 8192 MB HomeAssistant
2
BootOrder:  Floppy, Optical, Hard Disk
EFE: Enabled
Acceleration:  Nested Paging, KVM Paravirtualization
=] pisplay
Video Memary: 16 MB
Graphics Controller.  VMSVGA
Remote Deskiop Server: Diszbled
Recording: Diszbled
Storage
Controller: IDE
IDE Secondary Device 0: [Optical Drive] Empty
Controller: SATA
SATA Port 0x haos_ova-14.2.vdi (Normal, 32,00 GE)
{p Audio
Host Driver. Default
Controller:  ICHACST
= Network
Adapter 1: Intel PRO/1000 MT Desktop (Bridged Adapter, Realtek RTL8188EU Wireless LAN 802.11n USB 2.0 Network Adapter)
£ use
USB Controller:  OHCI, EHCI
Device Filters: 1 (1 active)
[ Shared folders
L None }

From the menu on the left, navigate to the Network section. Here, under the tab labeled
Adapter 1, make sure the Enable Network Adapter box is checked. In the Attached to
dropdown, select: Bridged Adapter

This mode allows the virtual machine to behave as if it were a separate physical device
on the same local network as your host machine — making it easier to discover and
control smart devices. Take your time to ensure the correct interface is selected, as this

determines whether Home Assistant OS will be able to reach the network.

In the Name dropdown, you need to select the actual network interface your host system

1s using.

= [f you are connected via Ethernet (cable), choose a name that includes Ethernet,
LAN, or similar.
= If you are using Wi-Fi, choose an adapter name containing Wireless, Wi-Fi, or

WLAN.

15



(e N
2} HomeAssistant - Settings = O X
Basic M Search settings &
E General Network
Adapter 1 Adapter 2 Adapter 3 Adapter4
@ System p F apter pte
M o
D e Attached to: IBridged Adapter v I
Storage Name: |Intel(R) Ethernet Connection (5) 1219-LM v
" + tsrier 7o Lintel(R) Ethernet Connection (5) 1219-LM
('D:’ Audio ©7 T 77 Realtek RTL8188EU Wireless LAN 802,11n USB 2.0 Network Adapter
m i
® Sexathorts Cable Connected
(5 use
[ "] Shared Folders Serial Ports
Port 1 Port 2 Port 3 Port4
E] User Interface
oK | Cancel Help
\. J

Once the correct network interface is selected:
e Click OK to save the changes.

At this point, your Home Assistant OS virtual machine is fully configured network

settings are in place — and is now ready for launch.

In the next section, we will power on the virtual machine and walk through the first-time

setup of Home Assistant OS.

3.3 Setting up Home Assistant

Once we’ve created and launched the virtual machine, it’s time to perform the initial
configuration of Home Assistant. This phase prepares the environment and allows us to
set up a new smart home instance from scratch.

After you launch the virtual machine in VirtualBox, a terminal-style console window will
appear. You’ll see the Home Assistant logo displayed along with some startup messages.
Wait for the system to finish booting — this can take a few moments. When it’s ready,
the console will show an IP address and a local URL you can use to access the Home

Assistant interface, such as: http://homeassistant.local:8123

16



a1 9818 : 9722 :6a 15,64

2 s = i Bl @ #)right cti_J

Next, open your browser and go to the URL provided: http://homeassistant.local:8123
You’ll see a loading screen that says “Preparing Home Assistant”. This means the system

is finalizing its background setup. Depending on your machine, this may take 5-20

minutes.

Preparing Home Assistant

This may take 20 minutes or more

o © [

Read our vision Join our community Download our app

English ¥ Help

N\,

7

Once the preparation is complete, you’ll be presented with the welcome screen. To begin
with a fresh installation, click on Create My Smart Home. Alternatively, if you already

have a backup of a previous setup, you can restore it from here.

17


http://homeassistant.local:8123/

é

Welcomel

Are you ready to awaken your home, reclaim your pri;
community of tinkerers?

CREATE MY SMART HOME

and join a worldwide

Or restore

Upload backup >
Upload and restore a Home Assistant backup 1o this system

Home Assistant Cloud 3
Restore from your Home Assistant Cloud backup.

Read our vision Join our community Download our app
English ~ Help
\. J

In the next step, you’ll need to create your administrator account — this account gives

you full control over your Home Assistant system.

Enter the following details:
= Name: e.g. TalTech
= Username: taltech
= Password: taltech123

Then click Create Account.

s ™\

('

Create user

Let's get started by creating a user account,

Noma*
TalTech

taltech

SEWOK

Password*
taltech123 ©

Confirm pa: sssword*
taltech123 \ 2
\

English = Help

18



You’ll now see the “Help us help you” screen. Here, Home Assistant asks whether you’d
like to share anonymous statistics to help improve the project.
You can review and enable/disable the following options:
= Basic analytics — info about your system
= Usage — details of how you use Home Assistant
= Statistical data — count of devices, sensors, etc.
= Diagnostics — automatic error/crash reports
You may leave all options disabled or enable the ones you’re comfortable with. Click

Next to proceed.

Help us help you

Share anonymized information from your installation to help make Home
Assistant better and help us convince manufacturers to add local control and
privacy-focused features.

How we process your data

Basic analytics
This includes information aboun your system

Usage

Statistical data

Counts containing total number of datapoints.

Diagnostics

English ~ Help

Now Home Assistant will automatically scan your local network for compatible devices

that can be integrated immediately.

You might see devices such as:
= LG webOSTV
=  WLED (smart lighting controllers)
= Backup (previous Home Assistant instances available for restoration)

Click Finish to complete the setup.

19



)

We found compatible devices!

These are found on your local network. Some are already added, others may
need extra configuration.

5 @& -

Backup LG webOS TV WLED

English ~ Help

After setup, the main interface (dashboard) will load. Here you can add integrations, add
and manage devices, configure integrations, create automations and scenes, and monitor

sensor data.

-

& > ¢ 2\ Notsecure  homeassistant:8123/lovelace/0 Q 1 D =l

< Home Assistant

§ Overview

= TalTech Unknown

Map

~ {

Fneray Cloudy 69 °F

Forecast Home & 66%
Logbook

History

Media

B @ 8

To-do lists

v

Developer tools

Q Settings

‘ Notifications

T TalTech

20



4 Sonoff Zigbee 3.0 USB Dongle Plus

To enable communication with Zigbee devices in Home Assistant, we need to connect
and properly configure a Zigbee dongle. In this manual, we use the Sonoff Zigbee 3.0

USB Dongle Plus as a universal and widely supported solution.
The setup consists of two main parts:

= Installing drivers on the host system (Windows)

= Passing the device through to the virtual machine in VirtualBox

Plug the Zigbee dongle into a USB port on the computer or server where the Home
Assistant OS virtual machine is running. Open Device Manager. Under the Other Devices

section, you will see a device named something like Sonoff Zigbee 3.0 USB Dongle Plus.

4.1 Updating Zigbee Dongle drivers

A yellow warning triangle may appear on the dongle icon — this indicates that the driver

is not installed.

-
A Device Manager - O X
File Action View Help

e o Em = B

v & Darren-Dell
i| Audio inputs and outputs
%P Batteries
» & Biometric devices
0 Bluetooth
® Cameras
, B8 Computer
) w Disk drives
[ Display adaptors
» B Firmware
¢e9 Human Interface Devices
= Imaging devices
= Keyboards
» (@ Mice and other pointing devices
» [l Monitors
5 Network adapters
v K7 Other devices
R AMA SPP Server
K7 Bluetooth Peripheral Device
K7 Bluetooth Peripheral Device
EY SMS/MMS
B4 Sonoff Zigbee 3.0 USB Dongle Plus
B Portable Devices
= Print queues

= Printers
™ Drarecenre

21



To proceed, we need to download the official USB-to-UART driver package provided by

Silicon Labs.

= Open your browser and go to: https://www.silabs.com/developer-tools/usb-to-
uart-bridge-vcp-drivers
= Scroll down to the section labeled Software Downloads.

= From the list, download the version titled: CP210x Universal Windows Driver

This will come as a ZIP file. Once it finishes downloading, extract its contents to a

location you can easily find again — for example, a folder on your Desktop called

ZigbeeDriver.
N\
€ 5 C % silabscom/developer-tools/usb-to-uart-bridge-vep-driverstab=downloads * O = @
&= SILICON LABS Products v v ¥ v v v @ English

# // Devsioper Tools /1 USB to UART Bridge VCP Drivers

CP210x USB to UART

Bridge VCP Drivers

OVERVIEW DOWNLOADS TECH DOCS COMMUNITY & SUPPORT

Download and Install VCP Drivers

Downloads for Windows, Macintosh, Linux and Android below.

*Note: The Linux 3.x.x and 4.x x version of the driver is maintained in the current Linux 3.x.x and 4.x.x tree at wwjl kernel org.

Software Downloads

Software (11) Software - 11

vit40

CP210x Universal Windows Driver 12/18/2024

V602
CP210x VCP Mac OSX Driver 1012612021
CP210x VCP Windows - =2
9132020 e
V676 Ask Al
@ CP210x Windows Drivers 9/3/2020

22
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https://www.silabs.com/developer-tools/usb-to-uart-bridge-vcp-drivers

Now that we have the correct driver files, we need to tell Windows where to find them.

= Return to Device Manager.

= Right-click on the dongle’s entry and choose Update driver.

~

/T TTETROTE RO
v R7 Other devices

K" AMA SPP Server
K7 Bluetooth Peripheral Device
K7 Bluetooth Peripheral Device

£ SMS/MMS
B4 Sonoff Zigbee 3.0 USBDanalal
> ortable Devices date driver
d P le Devi Ik Up d
= Print queues Disable device
N Eointers Uninstall device

1 Pracecenre

Scan for hardware changes

Properties

= In the window that appears, click Browse my computer for drivers.

\

-
X

B Update Drivers - Sonoff Zigbee 3.0 USB Dongle Plus

How do you want to search for drivers?

h automatically for drivers
search your computer for the best available driver and

R
Cancel
\ J
= Use the Browse... button to navigate to the folder where you extracted the driver.
's A
X
€ 1 Update Drivers - Sonoff Zigbee 3.0 USB Dongle Plus
Browse for drivers on your computer m
Search for drivers in this location:
sers\dazza\Downloads\Sonoff\CP210x_Universal Windows_Drive: i | Browse... |
B8 Include subfolders
5 in the
|. Next | Cancel
\ J

= Confirm your selection and click Next.
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If all goes well, Windows will successfully install the driver and show the message:

“Windows has successfully updated your drivers.”

B Update Drivers - Silicon Labs CP210x USB to UART Bridge (COM3)

Windows has successfully updated your drivers
Windows has finished installing the drivers for this device:

Silicon Labs CP210x USB to UART Bridge
-~ ’

[ Close |

The dongle will now move to a new category in Device Manager, showing up under:

Ports (COM & LPT) — Silicon Labs CP210x USB to UART Bridge (COMXx)

3 Network adapters
v K7 Other devices
K7 AMA SPP Server
K” Bluetooth Peripheral Device
K7 Bluetooth Peripheral Device
i‘ SMS/MMS
@ Portable Devices
v @ Ports (COM & LPT)
W@ Silicon Labs CP210x USB to UART Bridge (COM3)
= Print queues X

Printerc

At this point, your dongle is fully recognized by the host system and ready to be passed

into the virtual machine.
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4.2 Connecting Zigbee Dongle to Home Assistant

Open VirtualBox and locate your virtual machine. Select it from the list (for example,
"HomeAssistant") and click the Settings icon in the toolbar. This will open the

configuration panel for the Virtual Machine (VM).

-
5 Oracle VirtualBox Manager - u] X
File Machine Help

. £ o
e ;‘ b + ,:<(>
58 Tools L E('u‘} -
New Add | Settings |Discard Start
_ =] General =] Preview

&MY HomeAssistant
@ (@) powered Off =

Mame: HomeAssistant
Operating/ystem:  Linux 26/ 3x / 4 / 5.x (64-bit)

: 8192 MB

2

Floppy, Optical, Hard Disk

Enabled

Nested Paging, KVM Paravirtualization

HomeAssistant

Acceleration:

(™) Display

Video Memory:
Graphics Controller:
Remote Desktop Server:
Recording:
Storage
Controller: IDE

IDE Secondary Device 0: [Optical Drive] Empty

Controller: SATA

SATA Port 0: haos_ova-14.2.vdi (Normal, 32,00 GB)
{n Audio
Host Driver: Default
Controller:  ICHACS7

& Network

16 MB

VYMSVGA
Disabled
Disabled

Adapter 1: Intel PRO/1000 MT Desktop (Bridged Adapter, Realtek RTL8133EU Wireless LAN 802.11n USB 2.0 Network Adapter)
(7 use

USB Controller  QHCI, EHCI
Device Filters: 1 (1 active)

[C] Shared folders
L None

To allow the dongle to be forwarded into the VM, we’ll use the USB passthrough feature.

= In the left-hand menu, select the USB section.

= Make sure USB 2.0 (EHCI) Controller is selected (this is required for most
dongles to function).

= On the right side of the window, click the + (plus) button.

= From the list of connected USB devices, find and select: Itead Sonoff Zigbee 3.0
USB Dongle Plus V2 (0100) or a similar name matching your specific device.

-

|

Serial Ports

| Shared Folders

T | Userinterface

Home Assistant - Settings == o X

[ General uss
@ Enable USB Controller
8 System
USB 1.1 (OHCI) Controller
B oisplay © USB 2.0 (OHCI + EHCI) Controlier
W Storage USB 3.0 (xHCI) Controller
USB Device Filters
Audio

-q Network E

Intel Corp. [0001]
Unknown device 27C6:55A2 [0100]
Syntek [0013]

I Itead Sonoff Zigbee 3.0 USB Dongle Plus V2 [0100]|

»

Help

Shared Folders

OK Cancel
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Once added, you should see the dongle listed under USB Device Filters.
To finalize everything:

= Click OK to save the settings.

= Start your virtual machine.

{ 3
BasncM Search settings £
- General USB
@ Enable USB Controller
lJ System _
= ) USB 1.1 (OHCI) Controller
B oispray © USB 2.0 (OHCI + EHCI) Controller
‘.J Storage ) USB 3.0 (xHCI) Controller
. USB Device Filters
(" Audio I Itead Sonoff Zigbee 3.0 USB Dongle Plus V2 [0100] 7o
-ﬂ Network .

-

Serial Ports &%

R3S
g

Shared Folders

|* | User Interface Shared Folders

OK Cancel Help

From now on, the dongle will be automatically attached to the VM every time it starts —

and will be available inside Home Assistant for use with Zigbee2MQTT integrations.
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5 Mosquitto Broker

To allow Home Assistant to communicate with Zigbee2MQTT and other MQTT-
compatible devices, we first need to install an MQTT broker. In this case, we’ll use the
popular Mosquitto broker, which is available directly from the official Home Assistant

add-on store.

5.1 Installing Mosquitto Broker

=  Open Settings — Add-ons from the Home Assistant sidebar. This is where all

additional services and system components are managed.

i

~ @l Settings - Home Assistant x ar - O X

<« c A\ Notsecure  homeassistant:8123/config/dashboard a ¥ 1 = %

= Home Assistant Settings Q

55 Overview
Home Assistant Cloud N
Control home when away and integrate with Alexa and Google Assistant

B3 map

+ Energy DQV|ce§ & services 5
Integrations, devices, entities, and helpers

i=  Logbook
Automations & scenes N
Automations, scenes, scripts, and blueprints

[ History

@ Media Areas, labels & zones 3
Manage locations in and arcund your house

m To-do lists

Add-ons

Run extra applications next to Home Assistant

Dashboards N
) Developer tools Organize how you interact with your home

Settings Voice assistants

Manage your voice assistants

A Notifications Tags 3y
N Set up NFC tags and QR codes
T TalTech

L a People
= Scroll to the bottom and click on the ADD-ON STORE button to open the list of

available add-ons.

% ADD-ON STORE
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= In the search bar, type Mosquitto broker. Once it appears in the list, click on it to

open the add-on details.

i N

& Add-on Store

Q' mos

Official add-ons

Mosquitto broker
(C(U)j) An Open Source MQTT broker

Mo results found in ESPHome.

Missing add-ons? Enable advanced mode in your user profile page
. 7

= Click Install to begin the installation. After it finishes, press Start to launch the

broker.

Mosquitto broker

Changelog

- @D

An Open Source MQTT broker.
Visit the Mosquitto broker page for more details.

SMQTT

. J

4 B

Mosquitto broker [\

Current version: 6.5.1 (Changelog)

= I D

An Open Source MQTT broker.
Visit the Mosquitto broker page for more details.

NMQTT

Start on boot .

Make the add-on start during a system boot

Watchdog .

This will restart the add-on if it crashes

START UNINSTALL
\. 7
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5.2 Integrating Mosquitto Broker into Home Assistant Core

Now that the Mosquitto broker is running, we need to integrate it into Home Assistant’s

core system. This will enable the automation engine and the Zigbee2MQTT add-on to
talk to each other through the MQTT protocol.

= Navigate to Settings — Devices & Services — this is the central place for

managing all integrations in Home Assistant.

r

vl Settings - Home Assistant x 4 = O X

€ c £\ Notsecure  homeassistant:3123/config/dashboard a D = %

=< Home Assistant Settings o}

B5  Overview
Home Assistant Cloud N
Control home when away and integrate with Alexa and Google Assistant

E3 Map
Devices & services

Enel >

* "9y @ Imegrations, devices, entities, and helpers

= Logbook
Automations & scenes N
Automations, scenes, scripts, and blueprints

M History

[I_: Media Areas, labels & zones N
Manage locations in and around your house

IB To-do lists
Add-ons N
Run extra applications next to Home Assistant
Dashboards N

*  Developer tools Organize how you interact with your home

Q Settings | Voice assistants 3
Manage your voice assistants

A nNotifications @ Tags >

N Set up MFC tags and OR codes

T  TalTech

L g People

= Under the Discovered section, you should see a card labeled mqtt — this means

Home Assistant has automatically detected the Mosquitto broker we just installed.

= Click Add on the mqtt card to proceed with the integration.

-

Discovered

h‘

maqtt
MQTT

Configured

IGNORE

Sonoff Zighee 3.0 USB Dongle Plus V2

Zighee Home Automation

Once added, you’ll see the MQTT service listed among your active integrations. From

this point on, Home Assistant can subscribe to topics and receive data from any MQTT-

enabled component, including Zigbee2MQTT.
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The foundation for Zigbee device communication is now complete, and we can move on

to installing Zigbee2MQTT itself.

-

v

&

e B8

> B

@ Settings - Home Assistant x  +

c A\ Notsecure  homeassistant:8123/config/integrations/integration/matt...

Home Assistant &« MQTT

Overview

Map

SMQTT

W Platinum quality (Ed]

Energy

Logbook

N Documentation A
History

#  Knownissues A
Media

To-do lists

Developer tools

Settings

Notifications

TalTech

Q ¥ O = @

Integration entries

Mosquitto broker

No devices or entities

CONFIGURE

ADD ENTRY
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6 Zigbee2MQTT

Zigbee2MQTT acts as a bridge between your Zigbee devices and Home Assistant. It
allows you to control a wide range of Zigbee-based smart devices directly, without relying

on proprietary hubs — giving you full local control and flexibility.

6.1 Installing Zigbee2MQTT

To install Zigbee2MQTT we first need to add its external repository to the Home

Assistant add-on store.

= Return to the Add-on Store from the Settings — Add-ons menu.

= In the top right corner, click the three-dot menu and select Repositories.

4 N
kecure  homeassistant:8123/hassio/store a % 1 =
| & Add-on Store >
Q, search Check f%tes
official add-ons Repositories
Assist Microphone CEC Scanner
Use Assist with local microphone &= Scan for HDMI CEC devices
L m deCONIZ B o NS Duck DNS ] _ y

* In the input field that appears, paste the following URL:
https://github.com/zigbee2mqtt/hassio-zigbee2mqtt
= (Click Add to confirm.

r ™
X Manage add-on repositories
Home Assistant Add-on: Zigbee2ZMQTT —
Koen Kanters <koenkanters94@gmail coms= ]
https://github.com/zigbee2magtt/hassio-zigbee2mqtt
hﬁps:!fg'rthub.comfzigbeezmqtt;‘hassio-zigbeez ADD
CLOSE
\, 7
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If everything is entered correctly, you will see a notification box at the top labeled:
Home Assistant Add-on: Zigbee2MQTT. This means the external add-on repository has

been successfully added and is now visible in your store.

After adding the repository, three new add-ons will become available in the store. Among

them is the one we need: Zigbee2MQTT.

= Locate Zigbee2MQTT in the list and click on it.

r ™\

< Add-on Store

Q, search

ESPHome

ESPHome Device Builder
G Build your own smart home devices

using ESPHome, no programming

Home Assistant Add-on: Zigbee2MQTT

Zig,  Zigbee2MQTT G, Zighee2MQTT Edge
" Use your ZigBee devices without the 1 Development build of the
=" vendor's bridge or gateway ®07  Zigbee2MQTT add-on

Zig, Zigbee2MQTT Proxy
i" Proxy for externally running
Zighee2MQTT

L Music Assistant )

= (Click Install to begin installation.

Zigbee2MQTT 2301
Changelog

Use your ZigBee devices without the vendor's bridge or gateway.
Visit the Zigbee2MQTT page for more details

S~

o /

INSTALL
\ o

6.2 Configurating Zighbee2MQTT

Before starting Zigbee2MQTT, we must configure its connection to the MQTT broker

and specify how it communicates with the Zigbee dongle.

= Go to the Configuration tab inside the add-on.
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= In the mqtt section of the configuration, enter the following:

base_topic: zigbee2mqgtt

user: mqtt_user

password: mqtt

server: mqtt://192.168.88.52:1883

= In the serial section, specify the adapter type (for Sonoff Dongle E with EZSP

firmware):

adapter: ezsp

Note: the IP address and user credentials may differ based on your actual network and

MQTT setup. Be sure to enter values that match your environment.

r ™
« Info Documentation Configuration Log
Options / :
data_path*
/config/zigbeeZmatt
socat
1 : false
2 : pty,raw,echo=08, link=/tmp/ttyZ2M,mode=777
3 : tcp-listen:B8485,keepalive,nodelay, reuseaddr, keepiflle=1,keepintvl=1,ke
4 : "-d -d”
= : false
B
magtt
1 : zigbeeZmgtt
2 ¢ mgtt_user
3 : mgtt
4 : mgtt://192.168.88.52:1883
serial
1 T ezZsp
\ J
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Once this configuration is saved, Zigbee2MQTT will be able to connect to your MQTT

broker and begin managing Zigbee devices.
Now that everything is configured, it’s time to start the add-on:

= Return to the main Info tab of the Zigbee2MQTT add-on.
=  Make sure that Show in sidebar is enabled.

= (Click Start to launch the service.

Zighee2MQTT Q

Current version: 2.3.0-1 (Changelog)

Use your ZigBee devices without the vendor's bridge or gateway
Visit the Zigbee2MOTT page for more details

S
il
\Hll“'
Start on boot
Make the add-on start during & system boot .
Watchdog
This will restart the add-on if it crashes .
Show in sidebar .

Add this add-on to your sid

| START | UNINSTALL
\, J

If the configuration is correct, Zigbee2MQTT will start successfully. You’ll now be able

to pair Zigbee devices and manage them directly through Home Assistant.

This completes the Zigbee2MQTT setup — your system is now ready to work with a

wide variety of Zigbee sensors, lights, switches, and more.
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7 Zigbee devices

In order to understand how Zigbee2MQTT operates in Home Assistant, it’s essential to
know what Zigbee devices are and how they communicate. Zigbee is a low-power,
wireless communication protocol specifically designed for smart home devices. It forms
a mesh network, allowing devices to talk to each other with low latency and great energy

efficiency.

In this part of the guide, we will demonstrate how to connect Zigbee devices to your
Home Assistant setup using Zigbee2MQTT. The process will be shown step-by-step. The
following Zigbee devices will be used to illustrate various device types and pairing

scenarios:

= Smart Plug TSO11F plug 3 by Tuya

= Smart Plug TRADFRI by IKEA Home

= Motion Sensor ZG-204ZL by Tuya

=  Smart Bulb HG07834B by Livarno Home (Lidl)
=  Door Sensor TS0203 by Tuya

=  Wall Switch TS0001 by Tuya

7.1 Connecting Zigbee devices

To begin pairing new Zigbee devices, we first need to enter the Zigbee2MQTT control
interface. In the Home Assistant sidebar, click on the Zigbee2MQTT tab. You will now
see the main dashboard of the Zigbee2MQTT add-on. This interface includes several

useful sections:

= Devices — Displays all currently paired Zigbee devices

= Dashboard — Offers a general overview including logs and pairing status

= Map — Shows a visual mesh of how Zigbee devices are connected to each other
=  Groups — Allows logical grouping of devices (e.g., all lights in one room)

= Settings — Configuration options for advanced use

Each section gives you control and insights over your Zigbee network.
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In order to connect a new device, we must first allow the network to accept new nodes.
To do this, click the Permit join (All) toggle switch located on the top right corner of the
dashboard.

v @) Zigbee2MQTT - Home Assistar X + - o X

€ C A Notsecure 192.168:88.52:8123/45df7312_zigbee2mqtt/ingress & % O

=¢ Home Assistant Z2M@192.168.88.52 Devices Dashboard Map Groups OTA Touchlink Logs Extensions #¥v QE ‘ Permit join (All) v‘ &

B3 Overview

B3 wap
Pic Friendly name IEEE Address Manufacty, Power
4  Energy

Logbook

History

B a

Media

To-do lists

(N

Zighee2MQTT

Developer tools

A Notifications

T TalTech

Once activated, a countdown timer will begin. This timer indicates the duration for
which the Zigbee coordinator will stay in pairing mode. A message such as “Zigbee:
allowing new devices to join” will appear — confirming that the network is ready to

accept new devices.

= o

X

oo * ¢

g @
ions v l Disable join (All) 04:14 ‘v’h
[%]

el Lail Power

v

zh:ember: [STACK STATUS] Network
opened.

z2m: Zigbee: allowing new devices to join.




If the Zigbee device is new or not previously connected to another coordinator, it may
connect automatically. However, if the device was already used in another network, it

must first be reset. Here are some common reset procedures:

= Sensors (e.g., motion, door): Press and hold the reset button, typically hidden

inside a small hole.

L

= Wall switches, smart plugs, bulbs: Turn the device on and off 5 times quickly to

trigger pairing mode. You may see a blinking LED as confirmation.

Once the device enters pairing mode and communication is successful, Zigbee2MQTT

will begin discovering the device.

Z2M@192.168.88.52 Devices Dashboard Map Groups OTA Touchlink Logs Extensions £8v * l Disable join (All) 03:28 E]n
[x]
# Pic Friendly name IEEE Address Manufacturer Model Ll Power
1 @ OxB4bddbfffec3bse2 Z:f;;;;;mm oses Unsupported N/A ?
)
s A

z2m: Successfully configured
‘0x84b4dbfffec3b5Se2’

z2m: Configuring '0x84b4dbfffec3b5e2"

z2m: Device ‘0x84b4dbfffec3b5e2’ is

This usually takes a few seconds. If successful, the S L
control outlet (E160x/E170x/E190x)

dashboard will display a pop-up notification showing

z2m: Successfully interviewed
‘0x84b4dbfffec3b5e2’, device has
successfully been paired

that a new device has been found and is being

integrated.

zh:controller: Succesfully interviewed
'0x84b4dbfffec3bSe2’

z2m: Starting interview of
‘0x84b4dbfffec3bSe2"

z2m: Device ‘0x84b4dbfffec3b5e2’ joined

zh:controller: Interview for
‘0x84b4dbfffec3b5e2" started
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Shortly thereafter, Zigbee2MQTT will retrieve detailed information about the device —
including its model, manufacturer, power status, and capabilities. The device will now

appear in the Devices list of Zigbee2MQTT, fully integrated and ready to use.

Devices Dashboard Map Groups OTA Touchlink Logs Extensions @8~ & | Disable join (Al) 03:56 .‘n

Pic Friendly name IEEE Address Manufacturer Model [Le]) Power

At this point, you have successfully added one or more Zigbee devices to your Home
Assistant setup via Zigbee2MQTT. All paired devices will be clearly listed in the Devices
tab with individual cards showing their status and available actions. From here, you can

rename them, assign them to rooms, or start creating automations.

Devices Dashboard Map Groups OTA Touchlink Logs Extensions %%+ & | Disable join (Al) 02:50 B n
[x]
Pic Friendly name IEEE Address Manufacturer Model Lal Power
1 y3d A » ‘f ) b B m
2 ¥ (]85
3 ® (¢ fa i 6]
4 ¥ (@] u]
: - m
L e ¥ o8 u ]

Thus, with Zigbee2MQTT, you gain full control over a powerful, vendor-independent

smart home network — one device at a time.
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